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KX_P: Public key of X 
KX_S: Private key of X 
KG_P: Group public key 

C_X=e(KX_P+T_X, KG_S): Group participation certificate of X 
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expired participant list 

Expired participant ID list 
Expired participant ID 
Expired participant ID 



Expired participant ID 



Participation certificate 
issue permit 



Signature created by 
using issuer's private key 



CM 
O 
LD 
Lf) 



CO 
i— 
0) 
=5 
CO 

w 
cu 

fO 
T3 

T3 

c 

03 
U 

o 

CO 

75 
c 

E 

CU 



I 



03 
Lf) 



T3 

c 

03 

cu 
u 

q_CQ 

^ c 
'03 ro 

| J 

— _^ 
2 <u 

&5 
cu > 

I— &- 
CL CL 



O 
LD 
CO 



I 



cu 
cn 

05 

c ^ 

03 / 



O 

< 

~03 
C 



CU 



03 

4-» 

CO 



cu 75 

03 =3 
> CL 

^ O- 
°- I 

CU fO 

u ^ 
•— TD 
-Q C 
Z3 03 

9- i 

O 03 
id 

S 1 

<D ^ 
o ^ 
CO 



LO 

o 

LO 
CO 



< 
o 

i 

CD 



cu 

Lf) 



o 
m 

CO 



i 



CD 



(U 
> 

u 
cu 
a: 



TD 
C 
LU 




Fig. 15 



KB_P: Public key of B 
KB_S: Private key of B 
KG_P:Group public key 
I_B=e(KB_P+T_B, KG_S) 

: Group participation certificate issue permit of B 
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Fig. 17 



KX_P: Public key of X 
KX_S : Private key of X 
KG_P: Group public key 
I_B=e(KB_P+T_B, KG_S) 

: Group participation certificate issue permit of B 
C_X=e(KX_P+T_X, KB_S):Group participation certificate of X 
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KY_P: Public key of Y 
NY_s:rnvdLt: Key ui i 
KG_P: Group public key 
I_C=e(KC_P+T_C / KG_S) 

: Group participation certificate issue permit of another issuer C 
C_Y=e(KX_P+T_X, KB_S) 

:Group participation certificate of Y issued by C 
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KX_P: Public key of X 
KX_S: Private key of X 
KG_P:Group public key 
I_B=e(KB_P+T_B / KG_S) 

: Group participation certificate issue permit of B 
C_X=e(KX_P+T_X', KB_S):Group participation certificate of X 
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Fig. 23 



KB_P: Public key of B 
KB_S : Private key of B 
KG_P:Group public key 
I_B'=e(KB_P+T_B', KG_S) 

:Group participation certificate issue permit of B 
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Fig.27 



KG_P:Group public key 
IG: Information about group 

(Category, information required for participation etc.) 
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EY: Entry point information Y 

(IP address, port number etc.) 
C_Y:Group participation certificate of Y 
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I KG_P': Latest group public key 
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Fig. 34 



EY: Entry point information of Y 

(IP address, port number etc.) 
C_Y:Group participation certificate of Y 
I_B -.Group participation certificate issue permit of B 



